
Human Rights Legal Support Centre 
Board of Directors Meeting - Minutes 

 

October 27, 2023 
10:00 am to 11:00 am  
Video Conference  
 
Attendees:  Ena Chadha   Patrick Nadjiwan   Martial Moreau   
          Gary Pieters  Sharmaine Hall   Bessie Mavroutsikos  
   Sandi Bell      Sharon Hughes (Minutes) 
 

Regrets:   Mary Joe Freire Tamar Witelson Michelle Tan 
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Discussion Follow up 

1 Sharmaine provided an update on the cyber security incident that occurred 

October 3, 2023. 

Restoration – Cypfer have been working to build out our servers and recover data. 

Cypher will hand over to RunStraight in the first week of November and they will 

check our data and upload to new network, using the new servers to populate the 

new system. One of our servers was disconnected from the system in May 2023 

so was not attacked. We will be able to recover all of the data until that point while 

IT will try to provide a cache of data to populate the missing records from May 

2023 Until October 2023. All staff computers will be scanned and access to some 

drives will be completed by November 6th. Two factor authentication w place will 

be in place and all staff will be using cloud-based Outlook. 

Negotiations – Threat Actors ransom ask was US$300,000 in Bitcoin to provide us 

with a decryption key. Negotiators and legal counsel advised that this type of 

Threat Actor does not follow through on promises and would probably provide 

infected decryption keys, causing further risk in the future. Upon consultation with 

MAG, the HRLSC instructed the negotiators to not offer to pay even a small 

percentage of the ransom.  

Forensics – it appears the Threat Actors were in our system through a ‘door’ left 

open electronically approximately 1 week before they encrypted everything and 

 



demanded ransom. Analysis is ongoing and a report will be provided in 

approximately 2 weeks. 

Counsel and Cypfer have recommended that we hire an in house IT cyber security 

person to set up policies and procedures as well as monitor the dark web. Staff 

and Board members have been offered 12 months of free credit monitoring 

through Equifax. 

Reopening - we are providing training to staff with a goal of reopening the intake 

lines in early November.  

Hard drive recovery – we are able to recover data up to May 2023 from a server 

that was taken offline at that time.  

Cloud-based software – we have installed the Microsoft Office 365 cloud-based 

system for added protection. 

Status on RunStraight – further discussion on the status of RunStraight will happen 

after review and discussion of the forensics report. 

Certification – we are still waiting for MAG to provide us with their position on the 

HRLSC entering into a Voluntary Recognition Agreement. 

OPSEU bargaining - Board was informed that we are moving to conciliation. Also, 

we have been told that the majority of the bargaining unit have voted in favour of 

strike but they have committed to participate in conciliation.  

 


